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resolutions strengthened this original commitment-18 Resolution 13 73-
passed as a result of the 9/11 attacks-extended the requirement of states to 
freeze accounts to terrorists other than al-Qaeda and the Taliban.79 The 
General Assembly had also adopted a Convention on Suppression of 
Terrorism Financing, although it did not go into force until April, 2002.80 

The convention requires contracting states to take appropriate measures "for 
the identification, detection and freezing or seizure of any funds used or 
allocated for the purpose of committing [terrorist offenses as defined in the 
convention] as well as the proceeds derived from such offences, for 
purposes of possible forfeiture."81 

Assuming that someone could come up with a list of possible 
terrorists, fmancial institutions could compare that list to their account 
holders to see ifthere was a match, much as they could now do with known 
criminals. However, as discussed above, the new anti-terrorism fmancing 
regime required fmancial institutions to profile clients and monitor 
transactions to see if they might have some involvement in the financing of 
terrorism, and to report those cases as well. When the F ATF first published 
its 40 Recommendations, fmancial institutions in .most F ATF member 
countries were in the process of implementing a client identification-, 

78 ld �~� 6; see also Security Council Committee Pursuant to Resolutions 1267 (1999) and 
1989 (2011) Concerning Al-Qaida and Associated Individuals and Entities, U.N. SECURITY 
CoUNCIL, http://www.un.org/sc/committees/1267/ (last visited May 22, 2012) (explaining 
subsequent resolutions modified and strengthened policies by designating sanction measures 
to specific individuals and entities associated with Al-Qaeda). 
79 S.C. Res. 1373, �~� 1, U.N. Doc. S/RES/1373 (Sept. 28, 2001). 
80 See generally International Convention for the Suppression of the Financing of Terror­

ism, Dec. 9, 1999, 2178 U.N.T.S. 197 [hereinafter Suppression of Financing Convention] 
(prohibiting the financing of terrorism). 
81 /d. art 8. The Treaty defined terrorism as acts described in any treaty in the Annex, and: 

Any other act intended to cause death or serious bodily injury to a civilian, or to 
any other person not taking an active part in the hostilities in a situation of armed 
conflict, when the purpose of such act, by its nature or context, is to intimidate a 
population, or to compel a Government or an international organization to do or to 
abstain from doing any act. 

Id art. 2(1 )(b). The treaties listed in the Annex include unlawful seizure of aircraft, unlawful 
acts against the safety of civil aviation, crimes against internationally protected persons (in­
cluding diplomatic agents), the taking of hostages, the unlawful acquisition or threat to nu­
clear material, unlawful acts of violence at airports serving international civil aviation and 
against the safety of civil aviation, unlawful acts against the safety of maritime navigation, 
unlawful acts against the safety of fixed platforms located on the continental shelf, and ter­
rorist bombings. ld Annex; see also G.A. Res. 164, Annex, U.N. Doc A/52/164 (Jan. 9, 
1998) (attaching the International Convention for the Suppression of Terrorist Bombings for 
adoption by the General Assembly). With certain limited exceptions in each convention, the 
terrorists must be nationals of a different state than the state in which the terrorist act took 
place. See Suppression of Financing Convention, supra note 80, art. 3; see also G.A. Res. 
164, supra note 81, annex, art. 2. 
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profiling-, monitoring-, and STR-reporting system for criminal proceeds 
reflecting the system required by the FATF 40. But when the system was 
extended to terrorism financing, neither financial institutions nor their 
supervisors had much, if any, relevant experience. While they had not 
originally been in the business of finding criminal proceeds, at least 
financial institutions had years of learning how to do so, as well as 
considerable typology guidance from competent authorities, the FATF, and 
FSRBs. 

B. Terrorism Typologies/Indicators/Red Flags 

As discussed above, financial institutions implement their STR­
reporting requirements by, among other things, identifying clients 
(including determining exactly who they really are), creating client profiles, 
monitoring client transactions with respect to those profiles to identify large 
or unusual transactions, performing link analysis, and comparing 
transactions to known typologies of money laundering and terrorism to see 
if any red flags are raised. 

Such typologies are provided by domestic competent authorities, as 
well as by the FATF or FSRBs. But what are those terrorism typologies, 
indicators and red flags? 

Soon after the F ATF adopted the Special Recommendations, the 
F ATF Secretariat published Guidance for Financial Institutions in 
Detecting Terrorist Financing, stating that that "[i]t should be 
acknowledged ... that financial institutions will probably be unable to detect 
terrorist financing as such."82 While there was mention of charities as being 
of special concern, there was no attempt to tie these to any special type of 
charity, or to charities sending payments to locations known to have 
terrorism concerns. The National Commission on Terrorist Attacks upon the 
U.S.'s Staff Report on Terrorist Financing, published two years after the 
adoption of the Special IV, concluded that: 

[Financial institutions] can be most useful in the fight against terrorist 
financing by collecting accurate information about their customers and 
providing this information . . . to aid in terrorism investigations. . . . 
However, the requirement that financial institutions file SARs does not 
work very well to detect or prevent terrorist financing, for there is a 
fundamental distinction between money laundering and terrorist financing. 

82 FATF, GUIDANCE FOR FINANCIAL INSTITUTIONS IN DETECTING TERRORIST FINANCING 3 
(2002). 
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Financial institutions have the information and expertise to detect the one 
but not the other. 83 

In its sixth report, the U.N. Security Council's Monitoring Team 
was not enthusiastic about the effectiveness of preventive measures in 
deterring terrorism financing, in part because of lack of guidance. "The 
volume of suspicious transaction reports has increased tremendously, 
though the procedure suffers from a lack of guidance as to what to look for. 
... Only a small proportion of the reports are related to terrorist financing 
and hardly any have been associated with Al-Qaida. "84 

Early in 2008, the F ATF released its most comprehensive report to 
date on terrorist financing. 85 The Report stated that "[ d]espite the challenge 
in developing generic indicators of terrorist financing activity financial 
institutions may nevertheless identify unusual characteristics about a 
transaction that should prompt the filing of a suspicious transaction 
report."86 However, the cases and examples dealt almost entirely with 
individuals or organizations identified as having terrorism connections 
rather than through terrorism financing indicators (including "media 
coverage of account holder's activities,"87 presumably when the media 
reveals that someone may be connected to terrorism in some way). The only 
uniquely terrorism financing indicators noted in the Report were charity and 
relief organizations sending to or receiving funds from "locations of specific 
concern." 

While there has so far been relatively little guidance to financial 
institutions as to indicators or typologies of greater risk of terrorism 
financing, they are still required to implement Special IV, VI, and VII. 
Anecdotal evidence gathered largely from . informal interviews with 
compliance officers at financial institutions in the U.S. has indicated that at 
least some financial institutions have implemented "defensive" systems 
based largely on whether a client or potential client is a charity that makes 
payments to charities based in terrorism "hot spots;" this includes not 
accepting the charity as a client or filing STRs after a charity makes any 

83 JOHN ROTH, DOUGLAS GREENBURG, & SERENA WILLE, NATIONAL COMMISSION ON 
TERRORIST ATTACKS UPON THE UNITED STATES, MONOGRAPH ON TERRORIST FINANCING, 
STAFF REPORT TO THE COMMISSION 52-54 (2004). 

84 Sixth Report of the Analytical Support and Sanction Monitoring Team, transmitted by 
letter dated Mar. 8, 2007 from the Chairman of the Security Council Comm. established 
pursuant to resolutions 1526 (2004) and 1617 (2005) concerning AI-Qaeda and the Taliban 
and associated individuals and entities, at 24, U.N. Doc. S/2007/132 (Mar. 8, 2007). 

85 See generally F ATF, TERRORIST FINANCING (2008) (exploring issues of terrorist re­
quirements for fund, how terrorists raise and move fund, and the international response to 
terrorist financing). 

86 I d. at 29. 
87 !d. at31. 
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large transaction. If true, this would not only raise costs to financial 
institutions, but would also reduce financial services to needy clients. It 
would also suggest that financial institutions' STRs included at least a high 
number of false positives (and perhaps a high number of false negatives), 
which would raise costs to PIUs and law enforcement without improving 
capacity to deter or prevent terrorism financing. 

III. STUDY TO IDENTIFY TERRORISM FINANCING INDICATORS 

A. Overview 

This preliminary study on terrorism-related prosecutions in the U.S. 
was completed by Professor Richard Gordon of the Case Western Reserve 
University, with assistance from students at Case Western. It is to be used in 
the completion of a final report by Professor Nikos Passas of Northeastern 
University and the Honorable Susan Eckert of Brown University, which will 
include cases from other jurisdictions, additional analytical discussion, and 
bibliographical material. 

The objective of the U.S. study is to identify red flags or indicators 
of terrorism that financial institutions can use in implementing their duties 
to monitor client transactions and report those that raise a suspicion of 
terrorism fmancing. The study research methodology included five steps: 

(1) We selected terrorism cases that were successfully prosecuted. 

(2) We examined those cases to determine which involved a 
transaction though a regulated financial institution, and we 
collected the relevant client identification, profiling, and 
transaction data. 

(3) We examined the data to identify any possible indicators of 
terrorism financing. 

( 4) We determined if any SARs were filed by financial institutions 
with respect to those transactions. We reviewed the SARs to see 
why they were filed, including by examining the SAR narrative 
to determine what, if any, additional information the reporting 
institution had uncovered. 

(5) Finally, we determined if FinCEN had referred the SAR for 
further investigation. 

While it was relatively easy to complete steps 1 and 2, difficulties 
arose with completing the other steps. In particular, with respect to step 3 it 
proved difficult to acquire actual records of most of the identified 
transactions and impossible to acquire client identifying and profiling 
information, although in a number of cases it proved possible to acquire 
sufficient descriptive information to make some tentative conclusions about 
possible indicators. With respect to step 4, while research was continuing, 
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FinCEN proposed a new regulation (which became final in December 2010) 
that changed previous law, which had permitted a financial institution to 
release an SAR, provided that it did not "tip off' persons involved in the 
suspicious transaction. (This would have been an impossibility in the cases 
we were reviewing because all the persons had already been prosecuted.) 
The new regulation made step 5 in our methodology impossible to 
implement. 

As a result, the findings of this study are more tentative than was 
expected at the outset. However, the study suggests some alternatives that 
might be pursued that could help rectify the deficiencies in the current study 
that arose due to the inability to implement steps 4 and 5. 

B. Steps 1 & 2: Terrorism Case Selection, Identification of those 
Involving Financial Transactions and Collection of Transaction 
Records 

In December, 2008, Jeffrey Breinholt88 of the U.S. Department of 
Justice (DOJ) provided the project with a list of 230 U.S. cases that he, in 
consultation with and other DOJ officials had identified as involving a 
prosecution in which the U.S. alleged that the defendants(s) may have been 
involved in supporting terrorism or some form of terrorist activity. 89 This 
list did not include the 9/11 case, which had been reviewed extensively by 
the U.S. 9/11 Commission and which did not tum up any apparent 
terrorism-financing indicators. This list was supplemented in October, 2010 
with an additional thirty-three cases to bring the list up-to-date. 

By reviewing DOJ press releases, news stories, and published court 
opinions, researchers identified forty-seven cases as possibly involving 
terrorism financing. Each involved either deposit-taking institutions or 
money-transfer agents. Researchers then collected and reviewed relevant 
court documents that were either published or made available free of charge 
through the Internet. These often included pleadings and motions, including 
bills of indictment and requests for warrants, freezing orders, material 
witness orders, and supporting affidavits. On rare occasions, some evidence 
submitted during the trial was also located and reviewed. Of considerable 
help to locating such materials is The Nine Eleven Finding Answers 
Foundation (NEFA), which maintains a website that includes many 
publically available documents on terrorism-related criminal and civil 

88 Mr. Breinholt has been Deputy Chief, Counterterrorism Section and Coordinator, Ter-
rorist Financing Task Force of the U.S. Department of Justice. 

89 In many of the prosecutions, charges were not brought for either terrorism or material 
support, but in all instances charges were brought for some other offence, including: making 
false statements; immigration fraud; money laundering (including structuring or operation or 
use of unlicensed MSBs); threats other than terrorist threats; hoaxes; and air violence. Mate­
rial witness orders that involved no criminal charge were also included. 
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cases.9° From the group of forty-seven, researchers identified thirty that 
might involve both terrorism financing and a regulated financial institution. 
For these cases, researchers attempted to collect and examine documents 
and evidence not published or available for free on the internet. 

Researchers first attempted to obtain copies of client identification, 
profiling information, and transaction records from the banks and transfer 
agents in question. However, these reporting persons refused to share such 
records, citing the expense involved in collecting and providing us with 
such information and the concern that doing so might breach FinCEN's 
SAR confidentiality rules.91 They made this later point even though we did 
not mention SARs themselves and even though no law or regulation made 
reference to the confidentiality of information that may have given rise to 
the filing of an SAR. 

Failing in this attempt, researchers then turned to records made 
available as evidence in prosecution of the terrorism cases. In theory, all 
publicly available case documents, including all evidence submitted for 
trial, can be obtained in two ways: (1) in hard copy from the relevant court 
(mostly for cases that are older than ten years); or (2) through the online 
federal court filing and retrieval system known as PACER. However, in 
many cases the number of pages of documents filed from beginning to end 
run to the tens of thousands. The court keeps a docket of filings for each 
case, but the docket entries themselves rarely identify exactly what kind of 
evidence, if any, is included in the filing. As a result, it becomes necessary 
to individually examine documents to identify those that relate to fmancial 
transactions. For documents filed with the court in hard copy, this requires 
physically visiting the court, requesting documents from the court clerk, and 
reviewing them on-site. For most relevant documents filed through PACER, 
this requires downloading each page at a cost of$ 0.10 per page. 

After attempting and failing to identify relevant documents by 
reviewing court dockets filed on PACER, researchers contacted via e-mail 
and telephone92 those DOJ personnel who prosecuted each case for 
assistance identifying relevant documents. Follow-up e-mails and telephone 
calls were made where appropriate. Prosecutors had to divert their time 
from other pressing work to assist researchers with work that would not (at 

90 See Featured Legal Cases, NINE ELEVEN FINDING ANSWERS [NEFA] FOUNDATION, 

http://nefafoundation.org//index.cfm?pageiD=29 (last visited May 22, 2012) (providing a 
portal to domestic criminal and civil and international cases on terrorism). 

91 Given the nature of the refusals given by the first few approached, researchers gave up 
without pursuing the rest, deeming any additional efforts to be pointless. 

92 Each e-mail described the nature and purpose of the project, summarized the available 
details of the case, and requested any information regarding financial transactions, especially 
PACER document numbers. 
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least directly) assist in the prosecution of cases, current or future. 93 Not 
surprisingly, in many instances prosecutors were not able to respond to 
requests for assistance.94 In many instances, prosecutors informed us that for 
various reasons (including decisions not to charge defendants with crimes 
requiring financial transaction evidence or the entrance of guilty pleas to 
such crimes prior to the introduction of evidence) no relevant documents 
were admitted into evidence, and therefore they could not be shared with 
researchers. As a result, only in a few cases have prosecutors been able to 
share with researchers actual documentary evidence of financial 
transactions. In those instances, however, thousands of pages representing 
tens of thousands of transactions have been provided. 

Of those thirty cases, researchers found sufficient fmancial 
information to draw conclusions in twenty-four. A description of these 
cases, and of the relevant information obtained with respect to financial 
transactions are included in the Annex. 

C. Step 3: Analysis ofTransactionsfor Indicators 

As discussed above, in order to determine if a transaction is 
suspicious it is necessary for the financial institution to identify and profile 
the client, to monitor the client's transactions, and to examine transactions. 
However, in the initial review of the thirty cases for evidence of suspicious 
transactions, it was not possible to consult client identification and profiling 
information. Nevertheless, in the vast majority of instances it was possible 
to take educated guesses, based on publicly available information 
concerning the client in question, to determine if payments would fit an 
assumed client profile as being legitimate. This is because most transactions 
fall into three types: (1) those that are too small to be consequential; (2) 
those that are consequential but that appear to be between individuals or 
entities with no obvious legitimate connection that would render the 
transaction suspicious; and (3) those that appear to be between individuals 
or entities with a legitimate reason to make the transaction. 

93 Case Western Reserve University researchers discussed this matter with a number of 
prosecutors. Some noted that while the results of our research project might help future fi­
nancial institution compliance officers and/or investigators in identifying terrorism financing 
suspects, the results would be unlikely to help those who ultimately prosecuted those cases. 
Some also suggested that they believed that, from their experience, there were no "terrorism 
indicators," and that the project was unlikely to be of any assistance to law enforcement. 

94 In a few instances prosecutors had left the DOJ for private practice. In these cases they 
did respond to e-mail inquiries but were unable to assist in finding relevant documents. 
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D. Step 4: Review any SARs Filed 

As discussed above, part of a reporting institution's preventive 
measures obligation is to examine any unusual transaction to determine if 
there is an actual suspicion that it concerns terrorism financing. Because the 
methods by which reporting persons implement these requirements are 
expensive and proprietary, they are understandably reticent to share any 
details. We sought instead to obtain copies of any SARs filed so that we 
could examine the narratives and determine if link analysis, reference to any 
publically available information on the clients, or typologies might have 
played a role in uncovering relevant indicator information. We were not 
successful. 

The Intelligence Reform and Terrorism Prevention Act of 2004 
states that "[t]he global war on terrorism and cutting off terrorist financing 
is a policy priority for the U.S. and its partners, working bilaterally and 
multilaterally through the U.N., the U.N. Security Council and its 
committees ... and other multilateral fora."95 Under § 5318(g) of the USA 
Patriot Act,96 a fmancial institution and its agents are prohibited from 
notifying any person who is the subject of an SAR either that an SAR was 
filed or of the circumstances surrounding the filing. Congress apparently 
included this provision in order to prevent the tipping off of launderers and 
terrorists, which could spoil any current or future investigation. There was, 
however, no prohibition on release of information that an SAR had been 
filed or of the SAR itself that applied to government authorities. The 
implementing regulations essentially restated the statutory language. 97 Also, 
courts had held that SARs were not strictly confidential and that disclosure 
of an SAR in a case where the subject of the report has already been 
convicted will not compromise an ongoing law enforcement investigation, 
or provide information to a criminal wishing to evade detection. 98 This was 
clearly the situation with respect to the cases we were investigating. 

Based on such policy, law, and precedent, researchers requested 
copies from the DOJ of any SARs filed with respect to the thirty cases that 
we had identified, but with any information concerning innocent persons 
redacted. Officials at the DOJ were sympathetic and prepared to release 

95 Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 108-458, § 
7701, 118 Stat. 3638, 3858 (2004). 
96 31 U.S.C. § 5318(g)(2)(A) (2006). 
97 See 12 C.F.R. § 21.1l(k) (2011) (providing similar guidance in the administrative regu­

lation as in the enacting legislation). 
98 See Whitney Nat'l Bank v. Karam, 306 F. Supp. 2d 678, 680 (S.D. Tex. 2004) (noting 

that SAR disclosure poses a threat when a suspect is still at large); see also BizCapital & 
Indus. Corp. v. Comptroller of Currency, 467 F.3d 871, 873 (5th Cir. 2006) (noting that 
SARs are not categorically privileged under certain circumstances). 
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redacted SARs to researchers, but then FinCEN issued a new regulation that 
prohibits private or public sector persons from revealing if an SAR was 
filed, or any contents of that SAR, to anyone in any circumstances.99 While 
there appears to be no statutory authority for such a regulation (and 
therefore that it may be ultra vires, the statute may therefore be invalid), its 
issuance prevented DOJ from releasing any redacted SARs to researchers. 

Because we were unable to review the SARs, it was impossible for 
researchers to obtain the information necessary to determine if financial 
institutions had in fact used their knowledge of customer information, 
customer transactions, and link analysis, typologies, etc. to conclude that a 
transaction was suspicious. It also made it impossible for researchers to 
determine ifFinCEN had referred such SARs to law enforcement for further 
investigation, or if they had added actionable intelligence to the SARs that 
would suggest either money laundering or terrorism fmancing. 

E. Response to New Regulation Preventing Implementation of Step 4 

While the new Regulation prevents both public and private sectors 
from revealing if SARs have been filed or the contents of those SARs, it 
also made clear that "[w]ith respect to the SAR confidentiality provisions 
only, institutions may disclose underlying facts, transactions, and 
documents for any purpose, provided that no person involved in the 
transaction is notified and none of the underlying information reveals the 
existence of an SAR."10° For this reason, fmancial institutions should no 
longer be concerned with SAR confidentiality issues, and they should only 
be concerned about the costs of releasing identification, profiling, and 
transaction documents. Financial institutions may, however, continue to be 
reticent about releasing any link analysis that might lead a reviewer to 
believe that an SAR had, in fact, been filed. 

In order to encourage reporting persons to release identification, 
profiling and transaction data with respect to the identified cases, 
researchers have approached a number of financial institutions and 
requested that they create a committee to assist the Counterterrorism Task 
Force in identifying terrorism fmancing methodologies (CACTF). The 
Committee would encourage reporting persons in question to release the 
relevant documents, and it would provide technical assistance where 
needed. We expect CACTF to be up and running by End May, 2011. 

99 See FinCEN; Confidentiality of Suspicious Activity Reports, 75 Fed. Reg. 75593, 
75598 (Dec. 3, 2010) (to be codified as 31 C.F.R. § 103) (explaining exceptions for connect­
ed parties and certain other government officials). 
100 I d. (citations omitted). 

l 
) 
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F. New Step 5: Review Documents released by Reporting Persons 

Researchers are working with the initial members of CACTF to 
plan a workshop sometime in the fall of 2011 to review any released 
documents. The workshop will include AMLICFT compliance officers from 
member banks. It is hoped that this conference will help deepen our 
understanding of the nature of the cases identified in this Report. 

IV. CONCLUSIONS 

Based on assumptions concerning client identification and profiles, 
researchers examined transactions to determine if there was anything 
unusual in those transactions that would raise a suspicion of terrorism 
financing. In doing so, we did not indicate instances where a person was 
identifiable as a terrorist or terrorist organization, in that this was not an 
"indicator" but a fact. 

In the twenty-four cases where sufficient financial information was 
available to draw a conclusion, fourteen indicated instances of classic 
money laundering typologies, including placement, layering, integration, or 
an unlicensed money service business. Only three of these cases involved 
criminal proceeds, although an additional three appear to involve diversion 
of charitable donations to terrorists which could have, in effect, constituted 
theft of legitimate donations. In eight cases there was no suspicious 
transaction of any kind (other than a party to a transaction was a known 
terrorist), although in two of these, criminal proceeds were involved. Only 
one indicated a possible set of transactions that might be a unique indicator 
for terrorism financing. 

Terrorist financers appear to be using classic money laundering 
typologies regardless of whether they are trying to launder the proceeds of 
crime. It appears that they do so either to hide the origins of the funds or the 
recipient of the funds without leaving a directly traceable transaction 
between origin and recipient. In other words, they are acting in a fashion 
similar to that of former New York Governor Eliot Spitzer, who used classic 
structuring transactions to hide that he was making payments to 
prostitutes. 101 

Therefore, simply by using standard anti-money laundering 
typologies financial institutions should have been able to identifY fourteen 
of the twenty-four instances of terrorism financing as being suspicious, 
though not on their face to raise suspicion of terrorism financing. What we 
can tell from examining the cases is that it might have been possible for the 

101 See generally Gordon, Trysts or Terrorists?, supra note 1 (explaining how SARs ex­
posed governor Eliot Spitzer's political scandal involving money laundering and prostitu­
tion). 



796 CASE W. RES. J. INT'L L. [VoL 44:765 

reporting institution to have discovered terrorism connections during the 
examination process, or for FinCEN to have done so when receiving the 
SAR. However, because researchers did not have access to this information 
it is impossible to determine at this time. 

The one case indicating a possible set of transactions that might be 
a unique indicator for terrorism financing involved repeat purchases from a 
military equipment store. To determine if this should raise a suspicion of 
terrorism finance, it would be necessary to see if such purchases are, in fact, 
sufficiently unusual to distinguish them in a meaningful way from non­
terrorism related purchases. This could perhaps be done by comparing them 
with other purchases from similar stores. Researchers will attempt to locate 
such information for the final Report. 

SUMMARY TABLE 

DATA, TYPE OF TRANSACTION(S), SUSPICIOUS TRANSACTION 

Case Data Available Type of Transaction(s) Suspicious Transac-
# tion(s) [ST]? 

If yes, type 
Proceeds of crime 
[PC]? 

1 Detailed information Multiple significant wire ST: Yes. 
on wire and check transfers among charities ML: Layering, inte-
transactions. with bank accounts m gration. 

various jurisdictions; final PC: No. 
withdrawal of cash trans-
ferred to terrorist organi-
zation. No obvious legit-
imate connection. 

2 General description Single significant wire ST: Yes. 
only. transfer from a personal ML: Placement, lay-

bank account in the US to enng. 
a personal bank account PC: Yes. 
in Canada. No obvious 
legitimate connection. 

3 No description. Unknown. Unknown. 
4 General description Cash deposits to personal Yes. 

only. bank account followed by ML: Placement, lay-
a series of small denomi- ering, possible inte-
nated checks paid to a gration. 
business umelated to the PC: No. 
payor. No obvious legiti-
mate connection. 
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Case 
# 

5 

6 

7 

8 

9 
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Data Available 

General description 
only. 

Detailed information 
on wire and check 
transactions. 

General description 
only. 

General description 
only. 

General description 
only. 

Type of Transaction(s) 

Large wire transfers from 
personal accounts in one 
jurisdiction to multiple 
accounts in another. No 
obvious legitimate con­
nection. 
Wire and check transfers 
from company account 
controlled by one person 
m one jurisdiction to a 
personal account con­
trolled by the same person 
in another jurisdiction. 
Significant cash deposits 
and w1re transfers from 
various personal accom1ts 
to a single person's ac­
count, followed by trans­
fers to a charity in another 
jurisdiction, followed by 
further transfers to multi­
ple accounts in other ju­
risdictions. No obvious 
legitimate connection. 
Wire or check transac­
tions from one charity to 
numerous accounts of 
unknown control, receipt 
of a very large amount 
from a foreign account of 
unknown control to a 
charity. No obvious legit­
imate connection. 
Significant cross border 
wire transaction from 
company in one jurisdic­
tion with possible owner­
ship/control held by pos­
sible terrorists to numer­
ous accounts m other 
jurisdictions of unknmvn 
control. No obvious legit­
imate connection. 

Suspicious Transac­
tion(s) [ST]? 
If yes, type 
Proceeds of crime 
[PC]? 
Yes. 
ML: Placement, lay­
ering and/or unli­
censedMSB. 
PC: No. 

ST:No. 
PC No. 

ST: Yes. 
ML: Placement, lay­
ering, possible inte­
gration, and/or unli­
censed MSB. 
PC: No. 

ST: Yes. 
ML: Possible place­
ment (depending on 
nature of deposits), 
layering. 
PC: Diversion of 
charitable donations. 

ST: Yes. 
ML: Possible place­

ment (depending on 
nature of deposits), 
layering. 
PC: No. 
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Case Data Available 
# 

10 Sale of stolen tele­
phone cards. 

11 General description 
only. 

12 

13 

14 

General description 
only. 

General description 
only. 

Detailed information. 

Type of Transaction(s) 

Unknown. 

Cash deposits, large inter­
national wire transfers 
from personal bank ac­
counts under false name 
to money transfer compa­
nies with unknown ac­
count names/owner or 
controller. No obvious 
legitimate connection. 
Large number of cash 
deposits under different 
business names at various 
banks to a single account 
at one business with no 
obvious business connec­
tion, large wire transfers 
from that business to dif­
ferent bank accounts m 
other jurisdictions. No 
obvious legitimate con­
nection. 
Numerous deposits made 
to various individual ac­
counts, then transferred to 
single accounts in differ­
ent jurisdiction, then 
checks paid to individuals 
in a third jurisdiction. No 
obvious legitimate con­
nection. 
Small amounts sent via 
wire transfers from a bank 
account in one jurisdiction 
to various individual bank 
accounts in another juris­
diction. No obvious legit­
imate connection. 

[Vol. 44:765 

Suspicious Tnmsac­
tion(s) [ST]? 
If yes, type 
Proceeds of crime 
[PC]? 
ST: Unknown. 
PC: Yes. 
ST: Yes. 
ML: Placement, lay­
ering, and/or unli­
censedMSB. 
PC: Yes. 

ST: Yes. 
ML: Placement, lay­
ering, and/or unli­
censed MSB. 
PC: No. 

ST: Yes. 
ML: Placement, lay­
ering, possible inte­
gration. 
PC: Diversion of 
charitable donations. 

ST:No. 
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Case 
# 

15 

16 

17 

18 

19 
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Data Available 

Some detailed infor­
mation on wire and 
check transactions, 
some actual transac­
tion records. 

General description 
only. 

General description 
only. 

General description 
only. 

Detailed information. 

Type of Trausaction(s) 

Large international wire 
transfers from various 
charitable and personal 
accounts in one jurisdic­
tion to personal accounts 
in another jurisdiction 
(some in the name of the 
same individual) in anoth­
er jurisdiction. No obvi­
ous legitimate connection 
in all cases. 
Small MSB wire transfers 
by a person in one juris­
diction to a person in 
another jurisdiction. 
Large bank transfers from 
accounts in one jurisdic­
tion to multiple accounts 
held by one person at 
multiple banks in another 
jurisdiction. Large num­
bers of transfers from one 
personal bank account in 
that jurisdiction to many 
different recipient ac­
counts in the same juris­
diction. No obvious legit­
imate connection. 

Suspicious Tnu:D.sac­
tion(s) [STJ? 
If yes, type 
Proceeds of crime 
[PC]? 
ST: Yes. 
ML: Layering, possi­
ble integration. 
PC: Diversion of 
charitable donations. 

ST:No. 
PC: No. 

ST: Yes. 
ML: Layering, possi­
ble integration. 
PC: Unclear. 

Direct bank transfers from ST: No. 
a charity in one jurisdic- PC: Diversion of 
tion to two charities m charitable donations. 
another jurisdiction. 
Large transfers from a ST: Yes. 
number of individual banlc ML: Placement, lay-
accounts in one country to 
a number of individual 
bank accounts m other 
countries. No obvious 
legitimate counection. 

ering. 
PC: Yes. 
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Case Data Available 
# 

20 General description 
only. 

21 

22 

23 

24 

25 

No description. 

Some detailed infor­
mation. 

General description 
only. 
Court documents 
provide detailed in­
formation on wire and 
check transactions 
including payment 
records. 

General description 
only. 

Type of Transaction(s) 

Wire transfers from per­
sonal accounts in one 
jurisdiction to the person­
al accounts of the same 
individual in other juris­
dictions. Large wire trans­
fers from one personal 
account in the US to the 
personal account of an 
unconnected individual in 
another jurisdiction. No 
obvious legitimate con­
nection? 
Unknown. 

Large wire transfers from 
company account in one 
jurisdiction to account in 
another. Because a sting 
operation, unknown if 
recipient account was 
profiled by bank. 
Size and origin ofMSB 
wire transfers unknown. 
Small deposits to charity 
bank account in one juris­
diction, wire transfers to 
large number of unrelated 
individual bank accounts 
m another jurisdiction, 
then w1re transfers to 
large number of unrelated 
individual bank accounts 
in various additional ju­
risdictions, then cash 
withdrawn. No obvious 
legitimate connection. 
Deposits. 

[Vol. 44:765 

Suspicious Transac­
tion(s) [ST]? 
If yes, type 
Proceeds of cdme 
[PC]? 
ST: Possible. 
ML: Large transfers 
to umelated person 
may not fit client 
profile raising suspi­
cion oflayering. 
PC: No. 

ST: Unknown. 
No. 
ST: Unknown. 
PC: Presumed no. 

ST: Unlmown. 
PC: Yes. 
ST: Yes. 
ML: Layering, inte­
gration. 
PC: No. 

ST:No. 
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Case Data Available Type of Tnmsaction(s) Suspicious Tnmsac-
# tion(s) [ST]? 

If yes, type 
Proceeds of crime 
[PC]? 

26 General description Cross border payments of ST: Unknown. 
only. unknown type, single 

small cross border wire 
transfer. 

27 General description Small number of small ST:No. 
only. MSB wire transfers from ST:No. 

one jurisdiction to several 
individuals in multiple 
jurisdictions. 

28 General description Fraudulent credit card ST:No. 
only. application, credit card PC: Yes. 

payments. 
29 General description Debit card payments to a ST: Possible. 

only. designated terrorist organ- TF: Repeat purchases 
ization and to high-tech from military equip-
military equipment com- ment store? 
parries; medium sized PC: No. 
cross-border wire transfer 
to an unknown person. 

30 General description Medium-sized cross bor- ST:No. 
only. der wire transfer. PC: No. 



ANNEX: TTERRORISM INDICATORS                                

 
Definitions 

 
Placement: is the first stage of the money laundering process, and is used to 
“introduce the unlawful proceeds into the financial system without attracting the 
attention of financial institutions or law enforcement.”1 This can be accomplished 
by depositing cash into a bank account. The exchange of one currency into 
another, as well as the conversion of smaller notes into larger denominations may 
occur at this stage. Furthermore, illegal funds may be converted into financial 
instruments, such as money orders or checks, and commingled with legitimate 
funds to divert suspicion. Furthermore, placement may be accomplished by the 
cash purchase of a security or a form of an insurance contract.2 
 
Layering: is the second stage of the money laundering process, moving funds 
through the financial system to “create confusion and complicate the paper trail.”3 
The second money laundering stage occurs after the ill-gotten gains have entered 
the financial system, at which point the funds, securities or insurance contracts are 
converted or moved to other institutions, further separating them from their 
criminal source. Such funds could then be used to purchase other securities, 
insurance contracts or other easily transferable investment instruments and then 
sold through yet another institution. The funds could also be transferred by any 
form of negotiable instrument such as check, money order, bearer bond, or the 
funds can be transferred electronically to other accounts in various jurisdictions. 
The launderer may also disguise the transfer as a payment for goods or services or 
transfer the funds to a shell corporation.4  
 
Integration: is the “ultimate goal of the money laundering process.” Following 
the layering stage, “the integration stage is used to create the appearance of 
legality through additional transactions. These transactions further shield the 
criminal from a recorded connection to the funds by providing a plausible 
explanation for the source of the funds.”5   
 

                                                 
1
 FEDERAL FINANCIAL INSTITUTIONS EXAMINATION COUNCIL, BANK SECRECY ACT/ANTI-MONEY 

LAUNDERING EXAMINATION MANUAL 12 (April 2010), hereinafter BSA/AML MANUAL.  
2 Paul Allan Schott, REFERENCE GUIDE TO ANTI-MONEY LAUNDERING AND COMBATING THE 

FINANCING OF TERRORISM: SECOND EDITION AND SUPPLEMENT ON SPECIAL RECOMMENDATIONS 

I-7 (2006), hereinafter Schott, REFERENCE GUIDE, available at 
http://www.Reference_Guide_AMLCFT_2ndSupplement.pdf. 
3 BSA/AML MANUAL, supra note 1 at 12. 
4 Schott, REFERENCE GUIDE, supra note 2 at I-8. 
5 BSA/AML MANUAL, supra note 1 at 12. 



Smurfing: is a strategy commonly employed by money launderers in the 
placement and layering stages, where large amounts of cash are broken into 
smaller, less conspicuous amounts that are below the country’s reporting 
threshold and deposited over time in different offices of a single financial 
institution or in multiple financial institutions.6 
 

Cases7 
 
1. Abdulrahman Alamoudi.  
 
 The Holy Land Foundation for Relief and Development (“HLF”) was a 
non-profit corporation organized in 1989, with its headquarters in Richardson, 
Texas.8 It was originally incorporated under the name Occupied Land Fund, and 
changed its corporate name to Holy Land Foundation for Relief and Development 
in 1991. HLF was designated a Specially Designated Global Terrorist Entity 
(“SDGT”) in 2001 for funding Hamas. The Success Foundation was a US-
registered charity with bank account in Bank of America. The Happy Hearts Trust 
was an Isle of Man trust with bank accounts at Bank Mercantile in Um-El-Fahem, 
Israel, and Harbisons Bank, UK.  The Humanitarian Relief Association (“HRA”), 
with a bank account at Bank Mercantile,  Humanitarian Appeal International 
(“HAI”), a corporation located in Onex, Switzerland, with a bank account at 
Harbisons Bank.9  
 Alamoudi had signature rights at Success, Happy Hearts, HRA, and HAI. 
Wire transfers and check payments were made among HLF, Success, Happy 

                                                 
6 Schott, REFERENCE GUIDE, supra note 2 at VI-25. 
7 Case documents are on file with the author. 
8 Terrorist financing often involves the “improper use of charitable or relief funds.” BSA/AML 

MANUAL, supra note 1 at 13. FinCEN has identified the “use of unfamiliar charity/relief 
organization[s] as a link in transactions” and “wire transfer activities to and from multiple relief 
and/or charitable organizations, domestic and foreign” as indicators of terrorism finance and 
money laundering.  John J. Byrne & David M. Vogt, FinCEN, The SAR Activity Review: Trends, 
Tips & Issues, August 2002, pg. 20, available at 
http://www.fincen.gov/news_room/rp/files/sar_tti_04.pdf.   As noted in the BSA/AML 
Examination Manual, “[b]ecause NGOs can be used to obtain funds for charitable organizations, 
the flow of funds both into and out of the NGO can be complex, making them susceptible to abuse 
by money launderers and terrorists.  BSA/AML MANUAL, supra note 1 at 320.  Furthermore, 
FATF recognizes that charities are particularly susceptible to terrorism financiers because: (1) 
“they enjoy the public trust”; (2) they “have access to considerable sources of funds”; (3) “their 
activities are often cash-intensive”; (4) they often “have a global presence”; (5) they are “often in 
or near areas most exposed to terrorist activity”; and (6) they are “subject to significantly lighter 
regulatory requirements than financial institutions or publicly-held corporate entities.”  FATF, 
Terrorist Financing, Feb. 2008, pg 11, available at http://www.fatf-
gafi.org/dataoecd/28/43/40285899.pdf.  As such, the Special Recommendations require countries 
to implement laws and regulations designed to prevent non-profit organizations from being used 
by terrorist financiers.  Schott, REFERENCE GUIDE, supra note 2 at IX-12. 
9 Id. 



Hearts, HRA, and HAI finally to Association	Secours Palestinian, a foundation 
located in Basel, Switzerland and with a bank account there.10 Cash was finally 
distributed to Hamas, also a SDGT.1112 See also Holy Land Foundation and 
Benevolence International Foundation cases below. 
 
Data: Court documents provide detailed information on wire and check 
transactions among these organizations. Actual payment records were not 
available as they were not themselves admitted as evidence.   
 
Type of Transaction(s): Multiple wire transfers among charities with bank 
accounts in various jurisdictions, with final withdrawal of cash transferred to 
terrorist organization.13 Ownership, control etc. of each charity is not immediately 
obvious.14   
 
Suspicious Transaction(s)? Type: Yes. Layering, integration.   
 
Proceeds of Crime?  No.   
 
2.  Abdul Tawala Ibn Ali Alishtari (aka Michael Mixon) 
    
 Ali Alishtari (“Alishtari”) was the administrator of a loan investment 
program. Alishtari was under FBI surveillance which used a sting operation. He 
secretly tried to send $152,000 stolen through fraud from the investment program 
to the Middle East to buy equipment such as night vision goggles for a terrorist 
training camp in Afghanistan.1516 As part of this he wire-transferred about 

                                                 
10 Layering. 
11 Integration. 
12 Wire transfers among shell companies can be indicative of money laundering transactions.  As 
noted by FinCEN, “[many] suspicious wire transfer patterns involve shell companies—i.e., 
corporations that engage in no apparent business activity and that only serve as a conduit for funds 
or securities.  Often, the activities also involve foreign transactors located in jurisdictions 
considered non-compliant or problematic.”  John J. Byrne & David M. Vogt, FinCEN, The SAR 
Activity Review: Trends, Tips & Issues, October 2000, pp 11-12 available at  
http://www.fincen.gov/news_room/rp/files/sar_tti_01.pdf.  For a list of risk factors that make 
transactions among shell companies suspicious and indicate money laundering, see BSA/AML 

MANUAL, supra note 1 at F-7.  See also John J. Byrne & David K. Gilles, FinCEN, The SAR 
Activity Review: Trends, Tips & Issues, August 2004, pg. 3-9, available at 
http://www.fincen.gov/news_room/rp/files/sar_tti_07.pdf (discussing shell corporations and 
potential indicators of possible shell corporation and shell bank misuse). 
13 See supra text accompanying note 7. 
14 See supra text accompanying note 11. 
15 Placement. 
16 FinCEN notes that “[t]errorist organizations [may] use alternative and less obvious means to 
acquire and move capital.  Those means may involve committing crimes that, in the past, were not 
immediately associated with terrorist fundraising and financing schemes.”  John J. Byrne & David 
K. Gilles, FinCEN, The SAR Activity Review: Trends, Tips & Issues, August 2004, pg. 3, available 



$25,000 from his personal bank account in New York to a personal bank account 
in Montreal, Canada, where he believed the money would be transferred to 
Afghanistan.17 Alishtari plead guilty in September, 2009 to material support. 
However, because of the plea agreement, no direct evidence regarding the 
transfers was admitted.  
 
Data: Court documents describe payment forms only in generalities.   
 
Type of Transaction(s): Single significant wire transfer from a personal bank 
account in the US to a personal bank account in Canada.18 
 
Suspicious Transaction(s)? Type: Yes. Placement, layering.  
 
Proceeds of Crime?  Yes.   
    
3.  Amawi, El-Hindi, and Mazloum.   
  
 Beginning in June 2004, Mohammed Zaki Amawi, Marwan El-Hindi and 
Wassim Mazloum allegedly engaged in a conspiracy to kill or maim persons 
outside the United States, including U.S. armed forces personnel in Iraq, and to 
kill then President George Bush. The three defendants allegedly provided material 
support, including money, training, communications equipment, computers and 

                                                                                                                                     
at http://www.fincen.gov/news_room/rp/files/sar_tti_07.pdf.  Suspicious activity reporting has 
uncovered similar investment fraud schemes in the U.S.  See John J. Byrne & David M. Vogt, 
FinCEN, The SAR Activity Review: Trends, Tips & Issues, October 2000, pg. 16, available at 
http://www.fincen.gov/news_room/rp/files/sar_tti_01.pdf; John J. Byrne & David K. Gilles, 
FinCEN, The SAR Activity Review: Trends, Tips & Issues, November 2003, pg. 46, available at 
http://www.fincen.gov/news_room/rp/files/sar_tti_06.pdf. 
17 Layering. 
18 Moving money by wire transfer is a “primary technique for moving terrorist funds.”  FATF, 
Money Laundering & Terrorist Financing Threat Assessment, July 2010, pg 24, available at 
http://www.fatf-gafi.org/dataoecd/48/10/45724350.pdf.  Indeed, wire transfers are one of the top 
three activities described in U.S. Suspicious Activity Reports filed as a result of a name match 
with a government terror list.  John J. Byrne & David M. Vogt, FinCEN, The SAR Activity 
Review: Trends, Tips & Issues, August 2002, pg. 26, available at 
http://www.fincen.gov/news_room/rp/files/sar_tti_04.pdf.  For a list of risk factors that make fund 
transfers suspicious and indicate money laundering, see Federal Financial Institutions Examination 
Council, Bank Secrecy Act/Anti-Money Laundering Examination Manual, April 2010, pp. F-2-3, 
F-10.  See also John J. Byrne & David K. Gilles, FinCEN, The SAR Activity Review: Trends, Tips 
& Issues, April 2005, pg. 25, available at 
http://www.fincen.gov/news_room/rp/files/sar_tti_08.pdf (reporting the discovery of terrorism 
finance where Defendants engaged in a series of overseas financial transactions, but funneling all 
money through a U.S. branch of a bank headquartered in the Middle East).  Terrorism-related wire 
activity is often to and from Middle Eastern countries.  John J. Byrne & David M. Vogt, FinCEN, 
The SAR Activity Review: Trends, Tips & Issues, February 2003, pg. 22, available at 
http://www.fincen.gov/news_room/rp/files/sar_tti_05.pdf. 



personnel, including themselves, to unnamed co-conspirators in the Middle East, 
knowing that the materials would be used in waging violent jihad against the U.S. 
military and Coalition forces in Iraq and elsewhere. The object of the conspiracy 
was allegedly to obtain funds from the LITC federal grant program through ESFS, 
a Toledo-based non-profit charitable organization, to divert the grant funds.19 On 
Feb. 19, the Treasury Department ordered U.S. banks to freeze the assets of 
ESFS; other items seized by federal agents during the arrests included bank 
accounts.   
 In September 2008 the defendants were convicted. No documents 
concerning financial transactions were introduced into evidence.  
 
Data: Court documents do not describe payment forms.     
 
Type of Transaction(s): Unknown.  
   
Suspicious Transaction(s)? Type: Unknown. 
 
4.  Yassin Muhiddin Aref and Mohammed Mosharref Hossain.   
 
 In 2005, Yassin Muhiddin Aref (“Aref”) and Mohammed Mosharref 
Hossain (“Hossain”) were indicted for conspiracy to engage in money laundering 
and substantive acts of money laundering and material support. They agreed to 
work with an informant in a scheme to conceal the source of $50,000.20 The 
cooperator told the defendants that the money came from the sale of a surface-to-
air missile to a designated terrorist group called Jaish-e-Mohammed.  
 A cooperating witness (“CW”) proposed a scheme to provide the $50,000 
cash proceeds from the importation of the SAM to Hossain who would, in turn, 
provide monthly checks written to the CW's business, Hay's Distributors, in the 
total amount of $45,000.21 Hossain would keep the remaining $5,000. CW 
provided cash payments totaling $40,000 in the form of five deliveries between 
January 2, 2004 and June 9, 2004.22 Each time, Aref received and counted the 
cash and then gave it to Hossain. Aref provided receipts to the CW for the cash. 
Hossain deposited the amounts to his personal bank account. He then wrote 
checks ten checks made payable to Hay’s Distributors between January 2, 2004 
and August 3, 2004.23 

                                                 
19 See supra text accompanying note 7. 
20 Money Laundering can be “The conversion or transfer of property, knowing that such property 
is derived from any [drug trafficking] offense or offenses or from an act of participation in such 
offense or offenses, for the purpose of concealing or disguising the illicit origin of the property or 
of assisting any person who is involved in the commission of such an offense or offenses to evade 
the legal consequences of his actions;” Schott, REFERENCE GUIDE, supra note 2 at 21. 
21 See supra text accompanying note 15. 
22 Placement; Smurfing. 
23 Layering; Smurfing 


